SPECIFICATIONS & SERVICES BREAKDOWN

High Level expectation of services

Service Definitions to be agreed during contract negotiations

-

- [COMPLY, [ COMNENTS

" YesiNo [ Ifresponseis No, please

~ provide comment

Service Management

1.1 Incident Management

== |

Receive or accept incidents via Service
1.1.1 Management Tool, phone call or email and log an
incident call ticket

Contact the incident requester to gain clarification of

il an incident

Provide regular updates to call ticket within the
1.1.3 Service Management Tool, with respect to progress
and actions taken 1

Assign, handle, track incidents with 3" parties (there | . |

114 required support is not a direct responsibility of the
contractor} '
Escalate incidents to ensure SLAs are achieved and | |
1.1.5 . o
provide feedback to incident reguestor
I
" Provide error analysis and resolution details when
1.1.6 . .
resolving incident call ticket
11.7 ' Contact the incident requester to confirm resolution
118  Open problem ticket if required B o
- ; " Provide incident trend reports and identify
. opportunities for improvement

1.2 Problem Management

Managed LT Services



Analyze and diagnose recurring errors and Severity

[1.2.1 :
1 service outages
7 2_2 Determine appropriate workarounds to minimize | o
Y impact and restere services
123 Provide root cause analysis f B
' Make recommendations on definite solutions to | = =
|1.2.4
address problems
125  Problems to be reviewed in Client Service Meetings | a _
|
| e —— - — |
126 Implement appropriate solutions for problems via

Change Management

1.3 Configuration Management

131 Maintain Server configuration documentation
{ o Maintain and document IP addressing for all ICT o P
=l infrastructure
11.3.3 Maintain DHCP scopes -

Track and document hardware and software

il configuration on all Windows Servers

1.4 Capacity Management

h Monitor and report on server, storage and network o

i capacity utilization
' Wi Monitoring and alerting on all Windows and Server -
- hardware
143  Maintain trend reports B i = |

‘1.5 Change Management |

T Advise client of changes within the vendor's

1:p environment that could affect client services

S "Recommend changes to client within supported
= environment

[~ " Assist client to develop fest plans, build test

1.5.3 .

environments and execute test.of releases elc.

' i " Document & evaluate change (change control form), I -
I i severity, impact, downtime etc. |
I I | i
i 155 Create fallback / rollback strategy

15.6 " Assist in planning, communicating and coordination =i
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1.5.7

1.5.8

1.6

161

16.2

163

1164 |

| 165

1.6.6 1

1.7.41

of changes including approvals and downtime

" Monitor changes & inform about change status and

results

" Formalize actions on unsuccessful / incomplete /

failed changes

Access Management

Baseline Services - Maintain, Repair and Operate

Operate, maintain, support and manage all 'j_

Local user management and application of security
policy provided by Sharks Board

" Active Directory Manaﬁemént - User account

creations / disabling / deletions
File permission changes
Changes to security groups
Changes to distribution groups

Password resets

supported systems, sites and devices
Maintain Service Availability of >95%

" Monitor performance, space, backups, availability

and resources

| Monitor and respond to alerts and events

|"Manage HW/SW security settings across all devices ?

Incident and problem resolution inclusive of time-

gritical troubleshoaoting.

Perform corrective maintenance according to
incident, problem and change management

| processes =

Manage system change control of servers and
networklng infrastructure

"Backup configuration files and update required
documentation after performing changes .
[ Implement process and conﬁguratlon changes in
support of process improvement via problem
‘management and error correction

Malntaln a comprehensive server and license
reglster

" Manage M365 licence subscriptions

187512

1.7.13

Maintain a comprehensive server / networking |
register

Maintain hardware and software confi guratlons and
coordinate hardware and software maintenance
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1.7.14 Coordinate and manage any required upgrades

1 through the appropriate hardware / software vendor |

Coordinate and manage any required system

i repairs, including out of warranty, through the

l | appropriate t hardware / software vendor

| | Recommend and apply approved updates or

1.7.16 modifications to operating systems, management
tools and software related to the service provision in
order to provide the most effective support

2 | Perform backup and recovery processes
11718 | Maintain configuration files and image management
1749 | Provide technical information requested by client-

1.8 Service Level and Availability Management

1.8.1 " Monitor and comply with agreed Service Levels as | =
~ per SLA S R
11.8.2 " Monitor and comply with agreed Availability as per |
SLA
183  Report on Service Levels and Availability
compliance |
184 Propose measures to improve service quallty 1
185 " Provide guidance on Highly Available (HA) ICT | l
infrastructure configurations to client 0
1.9 Continuity Management
191 " Provide guidance and recommendations to the |
Client on local gnd cloud backup strategles '
192 | | Ensure data backup and retention policies are
documented and agreed to by Client
1193 ‘Ensure restores of data backups are planned, tested i
and the results documented B
[1.94 “Provide input to and follow the Client's ICT Disaster T
| Recovery Plan 3
| 1.95 ' Follow and participate in the Client's Business

1 Continuity Disaster Recovery Process -

2. Server and Cloud Portal Support Services

21  Hyper-V Support

Deil | Responsible for planning and implementation of
‘ wrtual infrastructure
2.1.2 Management of Hyper-V Host
21.3 | Configuration of VM devices to optimize
| performance — . =
2.14 Capacity planning for Hyper-V hosts
215 " Installation and configuration of virtual servers on
Hyper-V hosts

| L

Managed LT Services




216 Reporting on server resource utilisation (memory,
storage, CPU) on virtual hosts
21.7 " Maintain inventory of virtual hosts and configuration |
218 ' Use the appropriate tools to manage virtualised s
environment
™10  New virtual server provisioning (including operating

_  system, related software and backup scheduling)
2.1.10 Apply reqmred security surity patches, changes and

IR | upgates - L
2.1.11 First Line troubleshooting of hardware errors
12:4.12 Shutdown and decommissioning of servers

2.2  Windows Server OS Support
l

2.9.1 Respansible for planning and implementation of
Hypervisor and VM structures

222 ] Maintain inventory of servers and licencing

293 ' Configuration, support and maintenance of the

server operating system software including patching
and windowsupdates

2904 | New Windows server provisioning (lncludlng

operating system, refated software and backup
‘scheduling} I
2.256 Configuration of server HWISW to optimise
performance 7
228 Capacity monitoring and reporting on server
resource utilisation (memory, HDD, CPU)
227 Use the appropriate tools to manage Windows
envirpnment B 0
228 Monitor scheduled tasks running on servers
h
== i = e
1 229 Monitoring of event logs and resolution of errors
2210  First Line troubleshooting of hardware errors
2.2.11 Shutdown and decommissioning of servers

2.3 Active Directory Services

Provide and manage all Domain services and

231 functionality at the Sharks Board (Currently a single
. . Domain within the Forest)
239 On a daily basis, monitor and verify Domain
i Controller replication across local and remote sites
_ {AD Sites and Services, DCDIAG}
2.3.3 Resolve AD replication issues (AD Sites and
i Services, Repadmin and event logs) .
I 2.3.4 Maintain, plan and upgrade Schema levels
21315 Promote and Demote DC's when required
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247

1’ 2:4.8

249
2.4.10

" Provide and manage DHCP services and ranges

' Manage Azure AD via M365 Admin portal

' Manage and maintain LDAP configurations and

synchronisation to Cloud SAAS Platforms

| Create and manage AD Group Policies for dewce

user and security configurations

' Report on all accounts with password not explrlng

including Service Accounts

' On a monthly bas’s, report on inactive and dormant

accounts on the domain and perform clean-up as

|_per wrocedure - |

Manage Domain Name Services (DNS)

| Adding of manual records

~ Run scavenging of records

DH_CP scope creation and management

Register and apply reservation of IP addresses

" Monitor DHCP scope utilisation

Manage Remote Access Services (RAS)

" Secure copies of the server Windows event logs

| immediately when a Sev1 outage occurs

4  E- Mail Services (including Email Security and Archlvmg)

Manage email services (M365 Portaij_
Confi igure and manage AD synchronisation between

| Mailbox creations and deletions lncludmg shared
mailboxes
| Configuring mailbox rules as required e.g.
Forwardlng, Detegat:on )
' AD Hoc export and migration of mailboxes when
| requested
Ensure 365 Tenant is backed up

Configure rules to manage the environment securely

Queue moniloring and resolving in Mimecast

| Release held messages after security checks have
been performed
Manage M365 licence subscriptions

" Manage Mimecast Message Hygiene service via

portal B

Manage Mimecast Targeted Threat Protection
services via portal

Manage Mimecast Email Archiving services via
portal
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2.5.8
2.5.9
2.5.10
2.7

2010

2.7.2
2.7.3

"Manage Mimecast Security Awareness Training
Modules and Campatgns via portal

Provide monthly reporting on Email and Email
| Security services.

File and Storage ‘Services

| Monitor, manage and ensure availability of file
server services across all sites

Create and remove shares of users as per
procedure

Manage share permissions using security groups

' Manage data capacity and ensure monthly capacity

planning

' Carry out regular and routine user maintenance on
shares

" Manage Microsoft OneDrive environment via M365
portal
Manage Microsoft Teams environment via M365
portal

"Manage Microsoft SharePoint Online environment

| via M365 portal
Confrgure and monitor backups of file servers

| Configure and monitor Cloud backups of M365
| environment

WSUS Services

' Configure and manage Windows Server Update
- Services (WSUS) for all sites
Ensure proper performance of WSUS servers

" Control and manage WSUS updates on servers

" Test and apply security and critical patches as per
procedure
Report on roll-out progress agalnst the server list

Anti-Virus and Malware Services

Manage antivirus applications at a server level or
security software agreed between Sharks Board and
~ service provider _

Manage servers providing antivirus services at all
| sites _

Ensure agent deployment and update process for
servers and workstations / laptops

Ensure real-time scanning is active

" Ensure scanning schedule policy is implemented for |

servers and workstations / laptops

' Ensure that the DAT signature files are updated on
servers for distribution
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' Report on anti-virus deployment and updates across

28.7 | all servers and workstations / laptops within the
_ environment. 1
288 ' Third level support for McAfee services and

.
_ | operations _ ) )
2.9 Internet Web Security Services

2.9.1 | Manage Mimecast Web Security via portal E

2.9.2 ' Configure AD Security Groups to manage Internet | !

| Access Levels per user ”*

293 1 Manage and confi igure rules as defined and )

|l requested .
294 Management of site exclusions and exceptions

295 Provide monthly reporting on Internet services el ‘

210 Backup and Restore Services

Manage Local backups of On-premise ICT servers ;
2.10.1 . .
using Veeam backup application
2102 Manage Cloud backups of On-premise ICT o
2_1 0% Manage backups of Microsoft Cloud services - T o
N} OneDrive, Teams and SharePoint Online
e = - — —————————— _— T )
2.10.4 Monitor backup procedures on a daily basis !
-2 1_0 ) " Daily feedback on backup issues during previous 24 o
hours as per procedure
_2 i Add new servers to backups and make changes 1o
o backups as per directive from Change Control |
— | — I —— =
i Schedule backups and allow balanced backup to
2.10.7
flow |
2108  Maintain backup window - ' |
2108  Perform backup capacity planning — | |

i 21010  Regularly perform backup restores and keep 1T |
_ evidence for audit purposes

21041 Inan emergency ensure backups of critical services [ '.
~_ areavailable
In an emergency secure the Operational Services

and recover them in a controfled manner in the

l 21012
time as per the pla

'3. Céb‘lihg

l 3.1 Mlscellaneous
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" Includes the labour to find the fault and do the repair
" Includes material, new network box, new 3m flyleads
" Include three (3) new nefwork points to be installed

~ Call-out fees included

Respond to network cabling issues and incidents as
they arise.

of network point
and 1m patch leads

per month T&M to be carried over per quarter

4.1 Miscellaneous

412
4.1.3

b -

4.1.4

The Service Provider will maintain and keep updated
equipment and licencing registers for the supported
environment, including configurations

The Service Provider will inform the Client about all

planned activities that will impact the normal L_

_provision of the Contractual Services
Ensure hardware and software contracts are in
place for contracts managed by the Service Provider H

e e

' Agreements and partnerships with key International

Hardware and Software vendors e.g. Cisco,
Microsoft, VMWare, HP, Lenovo, Del}, McAfee,
Veaam etc

4 2 Pollcy and Standards adherence

Foliow and adhere to Sharks Board ICT ‘Standards &

| "4.3 Transition Support

4.3.1

4.3.2

4.4 Trained Personnel

3.4.1

4.5 Dedicated On-site Resourcing (Ad-Hoc Rates)

" Fully support transition and hand-over of

Follow and adhere to Sharks Board HSE Standards
& regulations

Full HSE Compllance where project activities
necessnate

Security regulations
Follow Sharks Board policies, with respect to Data
Governance and Management including POPIA (e.g.

data classification, data retention, backup cycles

etc.)

Engage with current service provider to ensure
successful transition and hand-over of infrastructure
management |

infrastructure management to any new service
provider

" Provision of fully trained personnel in all

technologies and processes required to provide the
services
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; 4.5.1
|

' Senior System Engineer (rate per hour)

452

453

| related non-contractual activities

Desktop Engineer (rate per hour)

On site resources may be utilised to perform client

4.6 Standby Requirement

Managed \.T Services

461 | 24 X 7 X 365 Standby Support Not applicable ~
4.7 Additional Services
I 471 '~ Availability of 3rd Level Technical resourcing to
bk implement new technologies on a project basis
__(Billable - Rate per hour) i
47.2 Consultancy Services (Please stlpulata whether I
billable or not) And rate per hour , I
5. Service Exclusions
i 5.1 Third level application support e.g. Syspro, Sage
i 52 ' WAN Services o —
53 | SIPservices a - T
54 | Hardware Maintenance on Servers and Networking a
I infrastructure |
5%  Software Llcencmg including SAAS subscriptions
and licencing e.g. Mimecast, M365 o
56 CCTV Camera's, DVR, NVR efc
5.7 “Access Control and Time and Attendance Systems
/5.8 End-User Support ——
506 | End-Point Management ] i
ail



